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Abstract— Nowadays the Internet is very massive and the
need for a system to protect the networks from being attacked
becomes very important. One of the main goals of studying
pattern matching techniques is their significant role in realworld applications, such as the intrusion detection systems
branch. The purpose of the network attack detection systems
NIDS is to protect the infocommunication network from
unauthorized access. This article provides an analysis of the
exact match and fuzzy matching methods, and discusses a new
implementation of the classic Aho-Corasick pattern matching
algorithm at the hardware level. The proposed approach to the
implementation of the Aho-Corasick algorithm can make it
possible to ensure the efficient use of resources, such as
memory and energy.
Keywords—NIDS, precise matching, imprecise matching,
FPGA, algorithm Aho-Corasick.

I. INTRODUCTION
The computer networks are growing exponentially and
the use of personal computers are spreading widely in
homes, companies and almost everywhere. This leads to
increase the subscibers of the Internet services. The number
of individuals using the Internet has increased from 1 billion
in 2005 to over 4,6 billion in 2021 which is 58% of the world
population, according to Cisco`s forecast (Cisco Visual
Networking Index Complete Forecast, Cisco VNI).In
particular, the number of Internet users increased three times
in the Republic of Uzbekistan from 6 million in 2013 to
more than 22.5 million in 2020, which is 67% of the total
population of the country. Generally, the computer systems
contain important data, such as users` information and
business activities. At the same time, there are a huge
number of data available and accessible from the Internet by
any user.
In 2019, Positive Technologies specialists recorded more
than 1,500 attacks; this is 19% more than in 2018. In 81% of
cyber attacks, the victims were legal entities. At the end of
the year, the five most frequently attacked industries
included government agencies, industry, medicine, science
and education, and the financial industry. [1]
In September 2020, the AVTest Institute detected about
1.1 billion unique malicious programs, of which 12 million
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are new malware. In other words, a new malware was
created every 2 seconds.
In 2019, the number of malware infections increased by
38% compared to 2018. In 41% of cases, malware infections
were combined with social engineering techniques. [1]
Network packet inspection is the examination of a
packet's payload for patterns known as signatures, listed in a
rule database called a rule set. Signatures are usually in the
form of fixed strings or regular expressions, or a combination
of both. In recent years, regular expressions have become
more commonly used to describe increasingly complex
attacks.
The topic of fixed string matching is well understood
because of its importance in many applications such as
Internet search engines, parsers, word processors, and digital
libraries. This is important in signature-based NIDS because
most rules contain at least one fixed string pattern to match.
Although fixed string matching is beyond the scope of this
paper, a brief overview is provided below to give a complete
understanding of the functionality of NIDS.
II. RELATED WORKS
Precise Matching. The string matching problem can be
simply formulated - for two strings T and P of length m and
n, respectively, determine if P occurs in T. Naive or brute
force search involves trying to match a pattern using a
window size of length n and iterating over each position in
T from left to right, resulting in the worst-case complexity O
(mn). Boyer-Moore [2] and KMP [3] are two classic singlestring matching algorithms. Both of these algorithms also
use a window of size n, but they use a skip or shift table to
determine where to look next after each mismatch. The
shifts used by the Boyer-Moore algorithm are based on two
rules known as the bad character shift rule and the good
suffix shift rule. The first rule eliminates the need to repeat
unsuccessful comparisons with the target character, and the
second ensures that the match only matches target characters
already successfully matched. The KMP algorithm similarly
uses information derived from partial matches to skip
alignments that are guaranteed not to result in a match. The
Boyer-Moore algorithm was later simplified by Horspool
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[4], resulting in an algorithm that is easier to implement.
The Boyer-Moore algorithm has a worst-case search time of
O (m + n) if the pattern does not appear in the text, and O
(mn) if it does. The average seek time is sublinear and
improves with increasing pattern length. KMP is O (m + n)
in both the average and worst case. Baeza-Yates and
Gonnett [5] found that the average performance of the
Boyer-Moore-Horspool algorithm improves with increasing
pattern length, and better than KMP for n> 3. These
algorithms are not suitable for matching multiple patterns
because the search time increases linearly with increasing
template length, number of patterns.
Imprecise Matching. Dharmapurikar et al. [6] describe a
hardware technique using Bloom filters [7] to detect fixed
strings in streaming data. A Bloom filter is a randomized
data structure that is “programmed” with strings using
multiple hash functions and “queried” for a string based on a
few bits. The request may result in a false positive, but
never a false negative. (A false positive is when a match
result incorrectly indicates that a match exists, while a false
negative is when a match result incorrectly indicates that a
match does not exist.) The main advantage of this method is
that it will probably only require a relatively small amount
of memory, even for a very large set of templates. The
disadvantages are that multiple Bloom filters are required,
one for each pattern length found in the rule set, and that all
possible matches must be fully checked for false positives.
Song and Lockwood [8] propose a more efficient data
structure, called an extended Bloom filter, in an architecture
that makes the most of FPGA block RAM. Zhou and Wang
[9] propose an FPGA implementation of multi-pattern string
matching using parallel mechanisms based on the Bloom
counting filter.
Markatos et al. [10] propose an algorithm based on the
use of exclusion matching. It basically splits patterns into
multiple fixed size bit strings and searches for them without
checking if they are in the correct sequence. If any of the
subpatterns do not match, then the entire pattern does not
match. When a matching subpattern is found, the system
reverts to a standard algorithm, such as Boyer-Moore, to
validate the complete pattern.
Various algorithms and methods of pattern matching are
classified according to specific categories, for example:
1. General, - There can be several architectures where the
packet capturing, packet decoding, and event detection
modules are simultaneously discussed in a single solution.
For example, the solutions in [11,12] and [16] discuss the
packet capturing, decoding and event detection/engine
modules without describing the packet pre-processing
module. Therefore, all the aforementioned architectures are
incorporated in “General” category.
2. DFA, - The finite automaton (FA) is one of the
prominent techniques in event detection module of pattern
matching. Generally, it works like a finite state machine
(FSM) to recognize the stored patterns within the incoming
streams of input characters. The computation of FA mainly
depends upon its five tuples: (1) total number of finite
states, (2) set of alphabets, (3) transition functions, (4) start
state and (5) final state. It constitutes two different types:

deterministic finite automaton (DFA) and non-deterministic
finite automaton (NFA).
3. NFA, - The NFA based pattern matching algorithms
and techniques are memory efficient, but on the other hand,
they provide limited throughput due to the involvement of
multiple states per input character. Consequently, various
architectures have been proposed to optimize the throughput
of NFA based pattern matching. For example, the pipelined
architecture to process multiple state transitions at the same
time is described in [28]. Similarly, an architecture for
translating the input pattern into an NFA, and then encoding
using bit masking technique, is presented in [29]. Moreover,
the splitting of larger patterns into smaller sets is shown in
[42].
4. Hash - Mapping the variable length of input data onto a
fixed length is known as hashing. There are a number of
architectures, where the hashing technique has been utilized,
either on the incoming input packets from the Ethernet [31]
or on the stored variable pattern lengths in memory [33]
5. Tree, - A tree refers to the data structures with a
capability to store the incoming streams of characters.
Several architectures have been developed to store the fixed
length patterns into the data structures [35]. Similarly,
various architectures have been designed where the larger
pattern sets are divided into groups of smaller sets and the
smaller grouped sets are stored in the data structures [36]
Algorithms and methods for matching strings.
For string matching algorithms and methods, 27 studies
were selected, as shown in Table 4. Of these 27 studies, 23
studies use pattern matching algorithms and the remaining 4
studies use different pattern matching methods. Hence, the
identified string matching algorithms are: Likewise, the
identified methods are diode-resistor logic using CMOL [9],
a combined state transition approach [18], auto mapping
[20], and a range tree reference list [24].
For the general category, the Aho - Corasick algorithm is
used in [1] and [8], the KMP (Knuth - Morris - Pratt)
algorithm is considered in [2], the Booyer - Moore
algorithm is used in [3], the State - Traversal algorithm is
used in [5 ], and the Shift - And algorithm is implemented
in [4,6] and [7]. A high bandwidth architecture for line
matching using diode-resistor logic with molecular FPGA
(CMOL) technology is presented in [9]. The run-time
configurable rule architecture in [1] reduces system
downtime whenever a ruleset needs to be updated. A
multistage pipelined architecture for executing the AhoKorasic algorithm using fast sampling using the on-demand
validation approach is achieved in [8]. The scalable
accelerator in [2] is more focused on optimizing the power
of string matching. For Transmission Control Protocol
(TCP) packets, real-time string matching is performed using
the SoC platform described in [3]. As far as memory
optimization is concerned, the solution shown in [4] uses
splitting long pattern sets into smaller sets. Classification
and grouping of homogeneous traffic with its subsequent
forwarding to the appropriate hardware unit for processing
is considered in [6]. A solution for matching multicharacter strings using line alignment detection and
correction is presented in [7], and a memory-optimized
solution is presented in [5].
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For the DFA category, the Aho - Corasick algorithm is
implemented in [10,13] and [14], and the Bit - Split
algorithm is used in [11] and [12]. To optimize the memory
of the Aho - Korasik algorithm, a fail-safe pipelined DFA
was built in [14], the reduction of the state graph to a
symbolic tree was implemented in [10], and the efficient use
of FPGA LUTs is aimed at [13]. The memory optimization
of the Bit - Split algorithm is shown in [11] and [12]. The
grouping of longer template sets into multiple fixed-length
sub-templates is presented in [12], while the group of unique
and non-unique sub-templates is aimed at [11].
For the NFA category, the Aho - Corasick algorithm is
used in [15] and [16], the Shift - And algorithm is
considered in [17], and the Bit - Parallel algorithm is
considered in [19]. A hybrid solution using both NFA and
DFA in [16] is presented by checking multiple characters in
parallel, which causes alignment problems. Hence, a
security solution in terms of helper transitions for the
alignment problem is presented in [15]. For the Shift - And
algorithm, a pipelined solution to optimize pattern matching
throughput is shown in [17]. [19] discusses a dynamic
reconfigurable architecture for precise and extended pattern
sets using the Bit-Parallel algorithm. A pooled state
transition approach using a combination of both common
common prefixes and no-failure transitions is developed in
[18].
For applications of network security and
bioinformatics, a finite state machine for pattern matching
was constructed in [20].
For the hash category, the algorithms Bloom - Filter [21],
Pattern_Matching [22] and Cuckoo [23] are considered.
The reconfigurable solution in [21] leans more towards area
and power optimization. The Pattern_Matching algorithm
in [22] performs content matching using a variable length
pattern. A highly scalable and energy efficient string
matching solution using the Cuckoo algorithm is presented
in [23].
The tree-based category in [25,26] and [27] uses only the
Binary Search Tree (BST) algorithm. In addition, [24]
expanded the list of range tree references and value-encoded
tree structures to address backtracking and memory issues.
The solutions shown in [26] and [27] provide memory
optimization by constructing data structures. For memory
optimization, pipelined throughput is also discussed in [25].
Table 1. Implementation details for string matching algorithms
and techniques
Ref#
Algorithm/tech
Rule set Total
Targeted
nique
rules
board
General Category
[11]
Aho-Corasick
SNORT 16K
Xilinx
ZC706
[12]
KMP
Xillinx
Zedboard
[13]
Boyer-Moore
Zynq 7000
[14]
Shift-And
524,287 [15]
State-Traversal
SNORT 2217
[16]
Shift-And
SNORT 5567
Invea
Combo_Ixt
[17]
Shift-And
SNORT 3095
[18]
Aho-Corasick
ClamA
82,000
V
[19]
Diode-Resistor
10
-

logic
using
CMOL
DFA Category
[20]
Aho-Corasick
[21]
Bit-Split
[22]
Bit-Split
[23]
Aho-Corasick
[24]
Aho-Corasick
NFA Category
[25]
Aho-Corasick
[26]
Aho-Corasick
[27]
Shift-And
[28]
Merged
state
transition
approach
[29]
Bit-Split
[30]
Automation
mapping
Hash Category
[31]
Bloom-Filter
[32]
Pattern_
Matching
[33]
Cuckoo
Tree Category
[34]
Range tree link
list
[35]
BST
[36]
BST
[37]
BST

million

SNORT
-

6166
-

SNORT
SNORT
-

7784
2200
-

Altera
Altera
Quartus II
-

SNORT
SNORT
Web

1000
<1000
-

-

SNORT

4312

-

TNTG
-

16,028
-

-

-

-

-

ACL

10K

-

SNORT
SNORT
Rogets
SNORT

16,816
11,895
21,667
8368

-

Algorithms and methods for matching strings. 27 studies
were selected for string matching algorithms and methods as
shown in Table 1. 23 studies use pattern matching
algorithms from these 27 studies, and the remaining 4
studies use different pattern matching methods. Hence, the
identified string matching algorithms are: Aho - Corasick,
Knuth Morris Pratt, Booyer - Moore, State - Traversal, Shift
- And, Bit - Split, Bit - Parallel, Bloom - filter,
Pattern_Matching, Cuckoo, and Binary Search Tree
III. NFA based Aho-Corasick algorithm
A string of length
over a given finite alphabet
is any sequence of characters of . For
, we obtain
the empty string .
is the collection of all finite strings
over . We denote by
the
-st character of , for
. Likewise, the substring of contained beween
-st and the
-st characters of P is denoted by
, for
. We also put
, for
, and make convention that
denotes the empty
string . We write to denote the reverse of the string ,
i.e.,
. Given a finite set of
patterns
,
we
put
and
.
Also we put
and extend the maps
to by putting
.
We recall the notation of some bitwise infix operators on
computer words, namely the bitwise and «&», the bitwise or
«|», the
operator (which shifts to the left its
first argument by a number of bits equal to its second
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argument), and the unary bitwise not operator "~". The
functions that compute the first and the last bit set to 1 of a
word x are
and
, respectively
[2].
A nondeterministic finite automation (NFA) with –
transitions is a 5-tuple
, where is a set of
states,
is the initial state,
is the collection of
final states, is an alphabet, and
is
the transition function (
is the powerset operator).In the
case of an NFA without ε –transitions, we have
[6].
Both the transition function and the extended transition
function
can be naturally generalized to handle set of
states,
by
putting
and
, respectively, for
и
. The extended transition function satisfies the
following property:
for all
.
(1)
Given a set of patterns over a finite alphabet , the trie
associated with is a rooted directed tree, whose edges
are labeled by single characters of , such that
(i) distinct edges out of the same node are labeled by
distinct characters,
(ii) all paths in from the root are labeled by prefixes of
the strings in ,
(iii) for each string in there exists a path in from
the root which is labeled by .
For any node in the trie , we denote by
the
string which labels the path from the root of to and put
. Plainly, the map
is injective.
Additionally, for any edge
in , the label of
is
denoted by
.
For a set of patterns
over an alphabet ,
the maximal trie of is the trie
obtained by merging
into a single node the roots of the linear tries
relative to the patterns
respectively. Strictly
speaking, the maximal trie is a nondeterministic trie, as
property
above may not hold at the root.
The directed acyclic word graph (DAWG) for a finite set
of patterns is a data structure representing the set
.
To describe it precisely, we need the following definitions.
Let us denote by
the set of all positions in
where an occurrence of ends, for
; more formally,
we
put

For

instance,

we
, since
(we recall that

have
,
, by

over

, by

for each
and
convention).
We also define an equivalence relation
putting

2)
for
, and denote by
the equivalence class of
containing the string . Also, we put
the longest string in the equivalence
class
. (3)

Then the DAWG for a finite set of patterns is a directed
acyclic graph
with an edge labeling function
,
where

and

for
such that
[3].
We define below the Aho-Corasick NFA for a set of
patterns.
Aho–Corasick NFA
The Aho-Corasick NFA for a set of patterns over an
alphabet is induced directly by the trie for . More
precisely, it is the NFA
, where [7]:
• is the set of nodes of (the set of states);
•
is the root of (the initial state);
•
is the transition function, with
for
,
, and where we recall that
denotes the
powerset operator;
•
is the set of final states.
Plainly we have
.
We also associate with the NFA
a failure function
such that
•
, and
•
for each
such that
(in other words,
is the longest proper suffix
, which is also a prefix of a string ).
The automaton
can be seen as the nondeterministic
version of the Aho-Corasick automaton: this is a trie for a
set of patterns augmented with failure links, which are
followed when no transition is possible on a text character
[1 ].
An immediate, yet useful, property of the Aho-Corasick
NFA, which can be readily proved by induction, is the
following
for every
.
(4)
The Aho – Corasick NFA
relative to
a given set of patterns can be used to find the occurrences
of the patterns of in a given text , by observing that a
pattern
has an occurrence in ending at position ,
i.e.,
, if and only if
contains a final
state
such that
. Thus, to find all the
occurrences in of the patterns of , it is enough to
compute the set
, for
. As an
immediate consequence of (1) and the definitions of and
on
, we have
, for
. Hence, the problem of computing
efficiently the sets
can be reduced to the problem
of evaluating efficiently transition actions of the form
, for any
and any reachable configuration
of
, namely any subset
such that
, for some
.
The following property is an immediate consequence of
the definition of the failure function.
Lemma
1.
Given
the
Aho–Corasick
NFA
for a set of patterns and its associated
failure function fail
, we have [7]
,
of
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For all
and
.
Bit-parallel simulation of NFAs for the multiple string
matching problem.
To simulate efficiently the NFAs
P with the bitparallel technique, a suitable representation of the transition
function is needed, in order that
can be computed
by
computer operations, for any reachable
configuration
and character
(as before, is the
number of bits in a computer word).
Our construction is based on a result for the Glushkov
automaton that can be immediately generalized to NFAs like
, as follows [5].
Let
be an NFA with - transitions such
that up to the - transitions, for each state
, either
(i) all the incoming transitions in are labeled by the
same character, or
(ii) all the incoming transitions in originate from a
unique state.
Let
, for
, be the set of states of with an
incoming transition labeled by , i.e.,
, for some
.

Likewise, let
reachable from state
, i.e.

Provided that one finds an efficient way of storing and
accessing the maps
and
, equation (b) of Lemma 2
is particularly suitable for bit-parallelism, as set intersection
can be readily implemented by the bitwise and operation.
We observe at once that the immediate solution of storing
the maps
and
as tables of bit words, respectively
indexed by set of states and by characters in , requires
bits, which is exponential in the number of
states
( is the size of the alphabet ). Thus we have to
find a better way to store the map
, exploiting the fact
that
needs to be evaluated over reachable
configurations for .
Bit-parallel simulation of the Aho–Corasick NFA for a
set of patterns
We first show that each reachable configuration of
is
uniquely identified by a single state. Then, we devise the
map
, by using the relation between reachable
configurations of the automaton and the associated failure

function, and prove its correctness. Finally, we show that the
map
admits an efficient implementation.
We begin by showing in the following elementary lemma
that, for any string , the configuration of the automaton

we have

, for some

that, by inductive hypothesis,

, so
and, therefore,

.
To show the converse inclusion relationship, let
be such that

. We prove by induction on

, that

. In view of (4), we may

for
, be the set of states
with one transition over a character in

Also, let

for
. Then the following result holds
Lemma 2. For every
,
and
, we have [5]
(a)
;
(b)
.
Proof.
Concerning
(a),
we
notice
that
holds painly. To prove the
converse inclusion, let
. Then
for some
and
. If satisfies
condition (i), then
, and therefore
. On the
other hand, if satisfies condition (ii), then
and
therefore we have again
.
From (a), we obtain immediately (b), since [7]

after reading

consists of all the states whose labels are a

suffix of .
Lemma 3. Let

be the Aho-

Corasick NFA for a finite set
,

and

let

Proof. For

Тогда

.

, the lemma holds plainly. Thus, let

, with
induction on

of patterns over the alphabet

and

. We first show by

that

Let

.
.

Since,

by

dismiss at once the case in which

, i.e.,

, and therefore assume that
for some

and
such that

hypothesis, we have

(1)

,

. Hence

for some

, so that, by inductive
. Thus, by (1)

.
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Given a reachable configuration

, the previous lemma

implies that for any two distinct states

we have

, since either
or

. Thus there must exist a unique state
such that

, for every

Let us denote such a state by

be the Aho-

Corasick NFA for a finite set
a

reachable

of patterns

, and let

of

.

configuration

A convenient way to represent
, recursively defined by

be
Then

(5)
As shown in the following lemma.
Lemma 4. For any reachable configuration
Aho-Corasick

NFA

,

.
Proof. Let

. In

,
, for every

q∈Q
.
From the preceding corollary, it follows at once that the
reachable configurations of the Aho-Corasick NFA
, for a set of patterns, are in 1-1

Additionally, the map

requires only

bits.

can be computed very

efficiently at run-time, provided that the states of
ordered in such a way that a state
whenever
visit of

are

precedes a state

(say, by a breadth-first
from

). Indeed, in such a case, if we assume

that D is encoded as a bit mask, then
of the highest bit of

we

have

Proof. We proceed by induction on

view of Lemma 3, it is enough to observe that

Plainly, the map

of the

.

be such that

if and only if

uses the map

.

. Then we have:

Corrolary 1. Let

correspondence with its states, and therefore their number is
.

is the index

set to 1, and therefore is equal to

.
The Log-And algorithm
Based on the previous considerations, we present an
efficient bit-parallel algorithm, which we call Log-And, for
solving the multiple string matching problem.
In the Log-And algorithm, reported in Fig.1, the sets ,
and the map
are encoded as bit tables.
As opposed to the Shift-And algorithm, bit 0 is reserved
for the initial state, so that
is never computed for
an empty set (0 value) as the initial state is always active.

. If

then

and

, so that
For

the

inductive

step,

we

have

D

.
in

In the preprocessing phase, the Log-And algorithm
iterates over the nodes of
, which are assumed to be
sorted by a breadth-first search; for each node, the
corresponding
mask is computed using (4), and the
masks associated to the labels of its outgoing edges are
augmented accordingly. The algorithm precomputes also a
final state bit mask, , where a bit is set to 1 if and only if it
corresponds to a final state of the automation. The maps
,
and
can be constructed using
the algorithm introduced in [1], while the loop iterating over
the states of the automation in breadth-first order can be
easily implemented using a queue.
Log-And
/*Preprocessing */
1.
Let
be the Aho-Corasick NFA
relative to the set of patterns
and let the maps
and
be defined as before, relative to
. We also assume that
, where
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, for any

[1]

2.
3.
for
do
4.
for
to
do
5.
6.
for
\{0} do
7.
8.
9.
10.
if
then
11.
12.
if
then
13.
/* Searching */
14.
15. for
to
do
16.
17.
18.
if
then
Fig.1. The Log-And algorithm for the multiple string
matching problem
Then, during the searching phase, the Log-And algorithm
scans the text , character by character, using the following
basic transition, based on Lemma 2 (b),

[2]

, and that if
.

then

The resulting algorithm has
space and
where

-

[3]
[4]
[5]
[6]

[7]
[8]

[9]
[10]

[11]

[12]

[13]

- searching time complexity,
,

alphabet size, and

is the number of nodes of

,

is the

[14]

is the word size in bits. When

, the Log-And algorithm turns out to have an
-space and
-searching time complexity.
If one is interested also in retrieving the patterns that
match (if any) at each final state of
to the corresponding
pattern index. Then, in the searching phase, for each
position , the algorithm iterates over the bits of
by computing the index of the highest bit set and querying
the corresponding pattern number. The whole sequence is
repeated, after having cleared the highest bit, until there are
no more bits set.

[15]

[16]
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IV. CONCLUSION
This article proposes a new implementation of the classic
Aho-Corasik pattern matching algorithm at the hardware
level. The presented results show that the Aho-Corasick
algorithm provides efficient use of resources (memory and
logical cells) at the expense of lower throughput. Using this
algorithm, the same patterns can be accommodated as in a
smaller FPGA. Further improvements are expected in the
area of efficient hardware implementation of pattern
matching algorithms.
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