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UDC 004.7
MODERN METHODS OF TESTING AND INFORMATION SECURITY PROBLEMS
IN IoT
Khujamatov H.E., Reypnazarov E.N., Lazarev A.P.
Abstract: This article analyzes the technology of the internet of things, ie its architecture,
communication standards, threats to security and safety, methods and types of testing devices of
the internet of things. In short, the architectures proposed by ITU-T and IWF, IEEE standards for
Internet of Things, LPWAN standards, four levels of security (devices/gateways, network/transport, services and applications), components according to test methods, performance,
loading, security, etc.
Keywords. Internet of Things, architecture, device, application, test methods, test types,
communication standards.
Introduction
IoT (Internet of Things) is an entire
ecosystem that includes intelligent sensors
that provide remote control, storage, transmission and data security. IoT-reflect solutions in environmental, health, logistics and
many more areas. It is necessary to solve
problems with information security standards
in IoT-devices, the architecture of connecting
channels and devices. NIST, IEEE, ISO/IEC,
which is now considered the largest organizations in the field of communication and information in the world, is trying to solve the
above problems.
Recent scientific studies on data security in IoT devices show positive results, but
these methods and approaches are based on
traditional methods of network security. The
development and application of security
mechanisms for IoT devices is complex and
not uniform. Therefore, the study of the security of IoT devices is one of the urgent tasks
of today and is the purpose of this article.
With the above in mind, a number of
tasks related to the security status of IoT devices have been identified and addressed:
• Analysis of existing standards and
protocols for IoT;
• Study of security mechanisms for IoT
devices;
• Analysis of methods for testing IoT
devices.
The IoT infrastructure includes millions of interconnected objects and devices
that exchange and store confidential information. For such IoT devices, theft and fraud

scenarios such as hacking and falsification of
personal data pose serious threats.

Figure 1. Growth dynamics of IoT devices,
bln. per unit
In IoT, all smart devices are connected
to each other via the Internet. The number of
IoT devices and sensors was 21 billion in
2018, and is expected to exceed 50 billion in
2022 (Figure 1) [1], [2], [3], [4].
Given the above, IoT manufacturers are
increasing the speed of production of smart
devices, and at the same time, serious attention is not paid to the safety of devices
Main part
IoT architecture. Devices that are part
of the IoT are any standalone devices, sensors
and actuators that help remotely monitor and
control.
The IoT ecosystem is the control panel,
networks, gateways, analytics, data storage,
security, and in general all the components
that allow IoT users to connect their devices
to each other [5], [6], [7].
To understand the existing solutions for
the organization of IoT, you will need an architecture that describes the key components

and their relationship. Figure 2 shows the
benchmark architecture of IoT developed by
the International Telecommunication Union
(ITU-T) [8], [9].
The benchmark architecture of IoT developed by ITU-T includes the following.
Application layer - consists of all applications running on IoT devices.
The level of support for services and
applications - provides the capabilities used
in applications. Many take advantage of common features in the support of various applications. For example, shared capacity is used
in data processing and database management
[10], [11].

Special support capabilities are specific
capabilities designed to meet the requirements of a specific set of IoT applications.
The network layer performs two main
functions, i.e., the transport and network
layer capabilities of the open systems interoperability benchmark model (OSI).
The level of control capabilities includes the traditional functions of network
management, i.e. fault management, configuration management, computation management, performance management, and security management.

Figure 2. IoT benchmark architecture developed by the ITU-T
The level of security management capabilities includes the ability to provide general security independently of applications.
Examples of general security in the Y.2060
description include:
• At the application level - authorization, authentication, protection of completeness and confidentiality of application data,
protection of privacy, security audit and antivirus protection;

• At the network level - authorization,
authentication, confidentiality of use and signaling information, as well as protection of
the completeness of signaling data;
• At the device level - authorization, authentication, device integrity checks, access
control, data completeness and confidentiality protection.
The IoT World Forum (IWF) is also involved in the development of IoT architecture. It is an annual event attended by representatives of business, government and sci-

ence. The option provided by them complements the ITU-T option because the IWF has
focused on the high level that is important for

the production of applications beyond the device and gateway level (Figure 3) [12].

Figure 3. IoT architecture developed by IWF.
The architecture developed by the IWF
includes the following.
Level 1 is physical devices and controllers that can control multiple devices. This
layer is almost identical to the device layer of
the ITU-T architecture described above (Figure 2). These level elements are sensors and
actuators. These devices can perform analogto-digital and digital-to-analog conversions,
data generation, and even support remote
control.
Level 2 is similar to the network layer
of the ITU-T architecture, except that the
gateways are on the second level. Once the
gateway is a network and communication device, it is preferable that it be at level 2.
Level 3. Processing at the level of peripheral computing is commonly referred to
as fog computing. Fog computing is expected
to be the distinguishing aspect of IoT. Unlike
traditional cloud computing, cloud computing, data computing and resource storage in
IoT are performed on peripheral devices.
At level 4, the peripheral computing
level collects, processed and filtered data

from different devices. It is then handed over
to the higher levels for use.
At level 5, the peripheral adapts the
data from different formats and from different processors coming from the computational level to use at higher levels.
Level 6 input includes various applications that use IoT data or manage IoT devices.
Level 7 has emerged as a result of the
recognition that IoT is only beneficial if it interacts with people. This layer includes applications that share data and/or manage messages over the Internet, corporate network.
Creating an optimal security architecture for IoT devices will be needed primarily
at a generalized platform, in manufacturing
facilities or smart cities, and then at consumer
levels. The security created should monitor
all devices connected to the network separately, warn of unauthorized access, protect
or disable devices when necessary. Therefore, the development and implementation of
IoT standards is very important.

IoT standards. Active work on standardization is underway at all levels of IoT architecture. Today, large organizations such as
the IEEE (Institute of Electrical and Electronics Engineers) and ISO/IEC (International
Electrotechnical Commission) are engaged in
the standardization of IoT technologies [13],
[14].
In mid-2014, the first working group of
IEEE P2413 began to develop the “Architectural Framework Standard for IoT”, focusing
mainly on the reliability and safety of devices.
In December 2015, an interagency
working group on standardization of cyber
security was established to coordinate issues
in the field of cyber security at the international level [15].
Based on the above project, the National Institute of Standards and Technology

(NIST) proposes to divide IoT into 5 functional areas [16]:
1. Connected devices;
2. IoT consumer class;
3. Medical devices and equipment used
in the field of health care;
4. Smart buildings;
5. Smart production.
Standards should be developed taking
into account the characteristics of these 5 industries.
Issues in the field of standardization for
IoT have grown significantly, but ahead are
the protection of personal data of IoT users,
architecture, communication, etc. in-depth
research in the areas.
The table 1 lists the IEEE’s IoT-related
standards [17], [18], [19].

Table 1.
IEEE 802.15.4

TM

-2011

IEEE 802.15.4 f TM -2012
IEEE 802.16 TM -2012
IEEE 802.16 p TM -2012
IEEE 1609.2 TM -2013
IEEE 1703 TM -20 12
IEEE 1888 TM -2011
IEEE 19 02.1 TM -2009
IEEE 1905.1 TM -2013
IEEE 2200 TM -2012
IEEE 2030.5 TM -2013
IEEE 21451-7 TM -2011

IEEE standards for IoT
IEEE standard for local and city networks i . 15 4 sections: a lowspeed wireless personal networks (LR-WPAN)
IEEE standard for local and city networks i . 15 .4 Section: Low
Speed Wireless Personal Networks (LR-WPANs). The system of
active radio frequency identification (RFID) physical layer
Air (wireless) interface l i IEEE standard for broadband wireless
connection systems
Air (wireless) interface l i IEEE standard for broadband wireless
connection systems . More: “Machine-to-machine applications,
support for the improvement of the desired”
The IEEE standard for wireless access in the vehicle environment is security services for applications and management messages
IEEE standard for LAN/WAN . Utilities industry o x Irgiz equipment data sheets as well as a node in the communication protocol
All Ubiquitous network management protocol for IEEE standard
Flour foods protocols for the wavelength of the wireless network
IEEE standard
IEEE standard for digital convergent home networks for heterogeneous technologies
IEEE standard for stream control on media client devices
The IEEE standard adopted for Smart Energy 2.0 i protocols
Smart Switching Interface for Sensors and Actuators - Transducers in Systems RFID Communication and Switch Protocols

Existing protocols of wired and wireless networks form an ecosystem of IoT devices. In IoT, wireless interrupt tolerance,
data transmission efficiency, adaptability,

scalability in low-speed conditions are important in providing wireless communication.
There are several types of wireless to use for
IoT [20], [21], [22]:

• Low Power Short Range Networks
(LPSRN) are energy efficient networks with
a small radius;
• Low Power Wide Area Networks
(LPWAN) - energy efficient networks over a
large radius;
• Cellular networks are a technology
based on the use of cellular communications
in a licensed range.Advantages of LPSRN:
• low costs of maintenance and implementation;
• authentication (in advanced versions);
• high density of devices (hundreds or
thousands);
• energy efficiency of batteries (years).
It is irrelevant that the following advantage factors of the LPWAN communica-

tion protocol are balanced in meeting the requirements of different applications (smart
home, smart city, smart power grid, smart
car, etc.).
Advantages of LPWAN communication protocol:
• low demand for technical means;
• long-distance operation for sensors
and small devices (15 km) and energy efficiency;
• low cost of service;
• Service life without battery replacement is 10 years or more.
Table 2 lists the LPWAN network
standards that provide these advantages [23],
[24], [25].

Table 2.
LPWAN network standards
LPWAN
standard

Ingenu
and RMPA

Frequency
Maximum
distance
The width of
the node conduction k band
Data en at
work speed
Wireless
update method
The operating
mode of the
gateway
Number of devices in the
gateway
Encryption

2.4 Ghz
15000 m

Link Labs
and
LoRaWan
868 Mhz
10000 m

1 Mhz

125 kHz

192 kHz

200 Hz

100 Hz

100 Hz

2 kbit/s

0.3-50
Kbit/s
have

1 Mbit/s

100 bit/s

100 bit/s

10-100bit/s

unknown

have

no

have

half-duplex half-duplex

duplex

transfer
only

halfduplex

duplex

500,000

40,000

20,000

50,000

50,000

1 mln.
more than

128 bit

128 bit

128-256 bit

128 bit

256 bit

Battery life
Time to
market
Website

10 years
2010

10 years
2014

5 years
2020

not
provided
10 years
2013

10 years
2010

10 years
2011

3gpp.org

mwave.io

sigfox.com waviot.com

have

ingenu.com linklabs.com

LTE-M

1.8-2.7 Ghz
640 m

Weightless UNB and
and
SigFox
Nwave
868 Mhz
868 Mhz
4000 m
10000 m

NB-Fi and
WAVIoT
868 Mhz
16600 m

LPWAN technology is now widely
used in building management, the implementation of the concept of “smart city”, asset
tracking and many other processes.
IoT security. Security generally involves three features of information:
• usability;
• completeness;
• confidentiality.
Accessibility is a guarantee that users
who have access to information will be able
to use the information when they need it.
Completeness is a guarantee that only
identified users will change the information.
Privacy is a guarantee that only users
with access will be able to use the data.
Weaknesses in the issue of information
security of IoT devices help many intruders
gain access and confidential information.
In ensuring the safety of smart devices,
the manufacturers of these devices must first
and foremost take responsibility. At the same
time, the most appropriate solutions should
be made in accordance with the requirements
and rules of information security. In most
cases, manufacturers of IoT devices do not
pay attention to the application of safety
measures in the development of their products.
Many IoT solutions consist of basically
four levels. At each of these four levels, IoTsolution components must have appropriate
protection against various vulnerabilities.
That is:
1. Device/gateway level: should be
protected from fraudsters who send malicious
commands or from hackers who try to listen
to the confidential information of sensors
transmitted from the devices.
2. Network/transport layer: it is necessary to protect the device from sending fraudulent measurements, which can damage the
data stored in the applications.
3. Level of support for services and applications: the database and control commands should be protected from various remote control attacks.
4. Application level: Analytical processes performed at the application level
should be protected from manipulation or
data misuse.

IoT security threats. Security threats
in IoT can be implemented in the following
sections of the network:
1. Wireless data transmission systems;
2. Base station;
3. Network management and application servers;
Wireless data transmission systems.
Wireless data transmission systems are likely
to face the following threats:
• creation of artificial noise in order to
reduce the signal quality;
• capture and modify transmitted data.
There are two ways to reduce the likelihood of these threats:
• Organization of wireless transmission
in accordance with the requirements;
• Use of data encryption and device authentication tools.
Base station. Threats in this section can
only be considered when building autonomous base stations, i.e. when the IoT network
is independent of providers. If the provider's
services are used, the responsibility for addressing the threats remains with the provider. Threats to the base station include:
• Violation of the base station control
console;
• Theft of access rights by introducing
malware into the base station;
• DDoS attacks;
• Power outage;
• Device theft.
In this case, the first thing to do is not
to connect the base stations directly to the Internet. Depending on the technical capabilities, it is preferable to use the networks of
other providers. Again, the operating system
of the base station will need to be configured
accordingly, and the following is recommended:
• use of secure remote control protocols;
• placement of base station management interfaces in separate network segments
to be checked;
• delete unused protocols and functions;
• ensure backup of settings;
• uninterruptible power supply of the
base station.

Network management and application
servers. This section is the most complex section on IoT security. Because servers are a
major part of IoT. They control the connection of base stations and devices, receive and
decode data from sensors, and transmit that
data to higher levels for use in the management and calculation of technological processes. In addition, the application server can
store old data about the operation of the IoT
network. Ordinary servers are more vulnerable to all of today's threats than the specialized devices discussed above, which are [26]:
• viruses;
• zero-day attacks;
• interception of data in the interval;
• DDoS attacks;
• Violation of settings as a result of uncoordinated actions of service providers;
• data loss without reservation.
In general, the number of threats in this
section is very high and they are well known.
The security tools used in the department can
be divided into two classes:
• Built-in security mechanisms;
• External means of protection.
The built-in security mechanisms are
the settings of the operating system and the
software used.
External protection tools include antivirus, integrity check, firewalls, intrusion detection and prevention systems, backup systems, security scanners.
Given the specificity of IoT, the following next-generation protection tools can also
be used: Web Application Firewall, Endpoint
Detection and Response (EDR), Network Forensics (NF), Threat Intelligence (TI), Security Operation Center (SOC) [27].
Each component of the IoT infrastructure can be a primary target or a key element
of a threat. Therefore, it is necessary to provide comprehensive security.
Modern methods of IoT testing. The
number of IoT devices is increasing day by
day and this is creating new technical and
technological opportunities in various fields.
However, there are also cases where they fail
in simple scenarios devised by their creators.
Therefore, a number of issues arise on how to
test IoT devices [28], [29].

Methods of testing IoT. When testing
IoT devices, more attention is paid to checking their network interconnection, security,
and device performance. Testing IoT goes
beyond the boundaries of devices and sensors
because IoT involves large volumes and a variety of generated data that create additional
challenges. In addition, there is currently no
single approach designed to test IoT.
There are currently four main areas of
testing for IoT devices. These directions
should be taken into account in the production of all IoT products that have access to the
Internet. The directions for IoT testing are
shown in Figure 4.

Figure 4. Four main areas of testing IoT devices.
In addition to testing physical devices,
there are also ways to test virtual tools. Virtual tools can be stored, processed and used.
Software is an example of such a tool.
The most common ways to test software:
1. Modular test. In this method, the
software components are checked separately
in order to identify possible errors. This re-

quires a good knowledge of the program content, and this is usually done by programmers.
2. Integration test. Basically detects interface errors. During the module test, the
tested software components are integrated
with each other and checked for problems.
3. Systematic testing. At this stage, all
operating conditions of the overall system are
analyzed, with hardware and software organizers interrelated.
4. Try the “black box” method. To develop effective test methods, it is necessary to
know the architecture of the device, the type
of operating system, the interconnection protocols without knowing the internal mechanisms of the test object Figure 5 [30], [31],
[32].

Figure 5. “Black box”method.
The software is also used appropriately
on IoT devices. The process of testing them
is as important as the process of physical devices.

Figure 6. Types of IoT testing.
Types of IoT testing. In this section,
we consider some types of testing performed

by testers to ensure that IoT systems work in
the same order (Figure 6).

Usability Testing. The capabilities of
IoT should meet the requirements of the user.
The user should have no problem knowing
the capabilities of the product they are using.
The use of this test method focuses on ease of
learning. To conduct such a test, it is necessary to gather a group of users who meet certain criteria. The result is to help improve
product quality through evaluations during
subsequent production [33], [34].
Connectivity Testing. IoT-elements
should work in conjunction with each other.
Therefore, attention should also be paid to the
different connection methods and the exchange of information between the user and
the device. When testing network connections, the environment in which the device is
used (network type, signal strength, weather
conditions, etc.) is taken into account and its
operation is checked according to the conditions included in it [35], [36].
Benchmark Testing. The main task of
such a test is to take into account the problems that lead to network outages. Testers
should comprehensively analyze how
quickly the data travels from one node to another.
Security Testing. There are two main
types of security testing:
1. Static test. This is done manually or
using code verification tools. The main task
is to analyze the code of the program written
for the device and identify possible security
problems.
2. Dynamic testing. This is done using
special tools, i.e. authentication problems,
simulation of attacks, unauthorized use of device memory, etc. checked.
Testing processes are very necessary.
Therefore, it is necessary to use special simulators that mimic the operation of IoT-devices and network nodes, which in turn will
help the devices to reduce costs and optimize
the organization of networks.
Conclusion
This article discusses the development
of IoT technology, architectures, standards,
security, security threats, test directions and
methods. The performance of IoT generally
depends on network technologies, as the data

generated on the devices must be transmitted
and processed to the desired addresses. Security must also be taken into account in the
transmission process.
Given the above, it can be predicted
that a lot of work will be done on IoT technology instead of the conclusion.
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